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PROCEDURE SUMMARY 
 

 
This procedure establishes governance requirements for the request, approval, hosting, operation, maintenance, review, 
and retirement of public-facing Texas A&M AgriLife websites, including Texas A&M AgriLife Research (AgriLife 
Research), operating under the tamu.edu domain, as well as AgriLife websites approved by exception. 
 
The intent of this document is to ensure AgriLife web properties are managed in a consistent, controlled manner that 
supports sustainability, accessibility, security, compliance, and institutional accountability. 
 
Click here to view Definitions.  
 
 

PROCEDURES AND RESPONSIBILITIES 
 

1.0 SCOPE AND APPLICABILITY 

This procedure applies to all public-facing websites that represent Texas A&M AgriLife. These requirements apply 
by default to websites operating under the tamu.edu domain and within the AgriLife-managed hosting 
environment. Public-facing AgriLife websites hosted outside this environment are subject to these procedures 
when approved by exception and may be required to demonstrate equivalent compliance with AgriLife and State 
of Texas information technology standards. 

Non tamu.edu domain hosted websites that utilize state or federal funding for any aspect of creating, hosting, or 
managing the website must meet the requirements within this procedure. Additionally, use of any TAMU or 
AgriLife branding on non-tamu.edu hosted websites automatically requires AgriLife Marketing and 
Communications approval and the application of this procedure if approved. 

2.0 GOVERNANCE STRUCTURE 

AgriLife websites operate under an agency-level governance framework (see Appendix A).  
 
This procedure defines organizational authority, scope, roles, and expectations. Supporting standards, service 
catalogs, cost models, and operational guidance define implementation details and are maintained separately. 
 
Final determination on exceptions, disputes, or enforcement actions occurs through established AgriLife 
governance processes. 

3.0 WEBSITE ELIGIBILITY AND PURPOSE 

3.1 Public-facing websites are supported only when a clear organizational purpose and sustained value are 
demonstrated. To be approved or remain active, a website must: 

a) Support the mission and programs of Texas A&M AgriLife. 

b) Serve a defined external audience. 

c) Avoid unnecessary duplication of existing AgriLife content. 
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d) Align appropriately within the AgriLife digital ecosystem. 

e) Identify an accountable Site Owner and Content Manager. 

f) Demonstrate sustainability for ongoing maintenance and compliance. 

3.2 AgriLife seeks to reduce unnecessary proliferation of public-facing websites and domains, with particular 
emphasis on responsible stewardship of tamu.edu domains where institutional brand equity, visibility, and 
accountability are concentrated. 
 

3.3 This approach supports institutional domain management practices and helps ensure the long-term 
sustainability of AgriLife’s digital presence. 
 

3.4 Website approval and continued operation are based on organizational need and purpose, not prior 
practice, or convenience. 
 

4.0 HOSTING ENVIRONMENT REQUIREMENTS 

4.1 Websites must be hosted within an AgriLife-managed or AgriLife-authorized hosting environment(s). 
These environments are currently managed by AgriLife Marketing and Communications, AgriLife 
Information Technology Center for Managed Technology Services, and the Extension office of Data 
Accountability. Exceptions must be approved for sites hosted outside of these environments. This will be 
evaluated during the initial site registration process. Hosting environments are responsible for: 

 
a) Platform operation and infrastructure maintenance 

 
b) Enforcement of applicable technical and security requirements 

 
c) Support for accessibility and regulatory compliance 

 
d) Implementation of approved governance standards 
 

4.2 Websites must comply with applicable federal, state, Texas A&M University System, and AgriLife 
requirements related to accessibility, security, privacy, and branding. 
 

4.3 All public-facing AgriLife websites must comply with applicable accessibility requirements, including ADA 
Title II and WCAG 2.1 AA, HB5195, and other applicable regulations or have an approved remediation 
plan in place in accordance with AgriLife governance standards. Approved remediation plans will be 
authorized by the office of the AgriLife Digital Accountability Officer. This procedure defines required 
conditions but does not prescribe specific platforms, vendors, or tools. 
 

4.4 Centralized Template Controls 

For AgriLife-authorized hosting environment(s), centrally maintained templates and shared components 
enforce institutional requirements (e.g., required footer links, accessibility statement placement, privacy 
notice placement, and branding). Sites operating outside AgriLife-managed templates must implement 
the same requirements independently and are subject to additional review. 

4.5 ADA Title II / TAC 206 Alignment 

In addition to WCAG 2.1 AA, websites must meet applicable TAC 206 requirements for institutions of 
higher education, including translation, privacy, linking, indexing/harvesting expectations, and publishing 
practices for electronic publications when applicable. AgriLife-managed templates satisfy many TAC 206 
requirements centrally; off-template sites must document how they meet these requirements. 
Documentation should be provided to the AgriLife Marketing & Communications office for review and 
approval. 

4.6 Web Vendors and Third-Party Development 
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Web vendors and contractors are permitted only under controlled conditions. The following requirements 
are used operationally to prevent undesirable contract terms, accessibility gaps, security incidents, loss of 
source assets, and long-term support risk: 

a) A written Statement of Work (SOW) is required before contracting for any public website or web 
application work. The SOW must be reviewed/approved by AgriLife Marketing and 
Communications and AgriLife IT (or delegated governance authority) prior to execution. 

b) Vendor access to AgriLife information resources must use sponsored credentials (e.g., sponsored 
AgNetID) with unique accounts per individual and time-bounded access. Shared accounts are 
prohibited. 

c) Least privilege is required for all vendor accounts. Access must be limited to the minimum 
systems and roles needed to perform contracted work. 

d) Contracts/SOWs must require accessibility conformance to WCAG 2.1 AA and include 
documented accessibility testing (e.g., WCAG-EM or equivalent report) prior to go-live. 

e) Contracts/SOWs must require institutional ownership and delivery of all work products, including 
source code, configuration, databases (if applicable), and original design assets (e.g., editable 
source files). 

f) Contracts/SOWs must prohibit vendor lock-in: AgriLife must be permitted to modify the site and 
transfer hosting at any time. 

g) Vendor-developed solutions must use technologies that are supportable within AgriLife/TAMUS 
standards. Non-standard technologies require an approved exception. 

h) Vendors must notify AgriLife promptly of personnel changes impacting access and must report 
suspected or confirmed security incidents affecting institutional data as soon as practical via 
AgriLife/TAMU incident processes. IT Security should be consulted for web application 
development. Additional information security requirements may be required. Notifications should 
be made to security@ag.tamu.edu 

4.7 External Linking  

AgriLife websites are official institutional platforms and may not be used to promote personal, 
commercial, or political interests. AgriLife websites must not link to commercial websites that charge a fee 
for products or services online (notices of the availability of publications or conferences that charge a 
registration fee are not considered commercial sites and may be eligible for linking). AgriLife reserves the 
right to remove any external link that creates reputational risk, implies institutional endorsement of 
personal activity, or is inconsistent with the organization’s mission and standards. AgriLife websites, 
including faculty web pages, may not link to: 

a) Personal websites or personal social media accounts containing content unrelated to Texas A&M 
AgriLife research, academics, or service (e.g., personal blogs, hobbies, commentary, political 
activism, or lobbying). 

b) Commercial websites that may result in personal financial gain (e.g., consulting businesses, 
online stores, or private services). 

c) Commercial content unrelated to the faculty member’s official research, academic, or service 
responsibilities at Texas A&M. 

d) Political campaign websites or similar political content unrelated to official AgriLife duties. 

4.8 Branding & Content All AgriLife Websites must be: 

a) On brand and in character - following the Texas A&M AgriLife Brand Guide. 
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b) Current and accurate. 

c) Supporting AgriLife’s academic, research, service missions 

d) Web content for Emeritus Faculty must be maintained within their former department or center 
website structure and may not be published as a separate or independent web presence on 
AgriLife hosting platforms. 

5.0 ROLES AND RESPONSIBILITIES 

5.1 Site Owner  

The Site Owner is accountable for: 

a) The website’s purpose and continued relevance 

b) Maintaining ownership and funding 

c) Accessibility compliance 

d) Approving major changes, consolidation, or retirement 

5.2 Content Manager  

The Content Manager is responsible for: 

a) Content accuracy and ensuring content remains up to date. 

b) Assuring content is published is compliant with accessibility requirements. 

c) Addressing review findings and remediation requirements. 

5.3 Hosting Environment Provider  

Hosting providers must maintain baseline security hardening, patching, monitoring, backup/restore 
capabilities, and logging appropriately to the platform. Providers must also support required accessibility 
testing workflows and timely remediation of platform-level defects. The hosting environment provider is 
responsible for: 

a) Platform operations and infrastructure. 

b) Security monitoring and system maintenance. 

c) Enforcement of hosting requirements aligned with governance standards. 

d) Administrative access to websites is only used by hosting environment providers. 

6.0 SITE ACCESS AND TRAINING REQUIREMENTS 

6.1 Any individual requesting access to a website for the purpose of performing content work must complete 
required AgriLife web training prior to access being granted. 

6.2 Training completion and authorization must be documented. Access may be suspended for non-
compliance or overdue refresher training, consistent with governance standards. 

6.3 Approved access is limited to the editor (content manager) role. Refresher training is required as defined 
by governance standards. 

6.4 Training or knowledge verification required for web content managers: 
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a) Web accessibility basics. 

b) An overview of laws and policies that apply to Texas A&M AgriLife websites. 

c) Training specific to the content management system or platform the person will use. 

d) Where applicable training specific to the use of specialized content delivery or collection. (i.e., 
Wordpress Plugins, web forms). 

6.5 Training or knowledge verification required for web developers: 

a) Web accessibility basics. 

b) Secure web application development. 

c) An overview of laws and policies that apply to Texas A&M websites. 

d) An overview of security controls that apply to web development. 

7.0 WEBSITE LIFECYCLE MANAGEMENT 

7.1 All websites are subject to lifecycle management. Websites must: 

a) All AgriLife websites must be recorded in the AgriLife Website Registry.  

b) Maintain active ownership and organizational purpose. 

c) Remain compliant with applicable requirements. 

d) Be reviewed periodically for relevance and use (i.e., quarterly views, unique viewers) 

e) Be consolidated or retired when they no longer meet AgriLife needs (See Appendix A) 

7.2 Development, staging, or testing sites are considered temporary and are governed by separate lifecycle 
and retention standards.  

7.3 Specific review schedules, thresholds, remediation processes, and retention expectations are defined in 
supporting standards and operational guidance. 

7.4 Website Analytics and Privacy Controls 

Only approved analytics implementations may be deployed. Analytics configurations must not 
intentionally collect personally identifiable information (PII) unless explicitly approved and documented 
with the AgriLife Information Technology Security Group. Tracking technologies must be disclosed as 
required and must align with privacy obligations applicable to higher education websites. 

7.5 Non-Production (Development/Staging/Test) Controls 

Non-production sites must be time-bounded, restricted from public access where feasible, clearly labeled 
as non-production, and configured to avoid search indexing (no index) and automated harvesting. Use of 
production data in non-production environments should be avoided; if required, it must be approved and 
protected appropriately. Non-production sites must be retired when no longer needed. 

7.6 Website Inventory Minimum Requirements 

At minimum, the inventory/tracking record must include: site name/purpose; primary domain(s) and 
redirects; unit/agency; Site Owner; Content Manager; technical contact; hosting environment/platform; 
vendor information (if any); analytics tool(s); and a high-level data classification indicator (e.g., public-only 
vs. collects user-submitted data). 
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7.7 Website Registry and Site Owner Acknowledgement 

Website owners will receive quarterly notifications to confirm continued ownership and compliance for 
their registered websites within the AgriLife Website Registry. Failure to acknowledge within 30 days of 
notification may result in the website being taken offline until acknowledgment is received or appropriate 
alternative actions are completed (e.g., transfer of site ownership or deprecation of the website). 
 

8.0 FINANCIAL AND FUNDING EXPECTATIONS 

8.1 CMTS-Managed Websites For websites hosted within CMTS-managed hosting environments, funding 
and cost recovery are governed by CMTS service offerings and applicable agreements. As of the 
effective date of this procedure: 

a) Websites already hosted within CMTS-managed environments operate under CMTS funding and 
support arrangements in effect at that time. 

b) Websites newly onboarded to CMTS-managed environments are subject to the CMTS cost 
recovery model in effect at the time of onboarding. 

8.2 For the purposes of this section, references to websites already hosted within CMTS-managed 
environments apply only to production websites. Development, staging, testing, or other non-production 
sites are not considered existing websites for funding or support purposes. 

8.3 CMTS-managed website services may include, as applicable and as defined in supporting service 
documentation: 

a) Hosting and infrastructure support 

b) CMS and platform updates 

c) Security monitoring and patching 

d) Accessibility monitoring and remediation support 

e) Governance reporting and training 

8.4 Specific rates, service inclusions, and future adjustments are defined in CMTS service catalogs, Services 
Engagement Document (SED), and annual operating guidance, which may be updated independently of  
this procedure. 

8.5 CMTS Cost and Management Model (Reference) 

The following table reflects the current CMTS operating approach for production websites hosted within 
CMTS-managed environments. This information is provided for reference and does not establish 
universal pricing, guarantee funding duration, or apply to websites hosted outside CMTS-managed 
environments. 

Category Description Cost Coverage 

Existing CMTS-
Managed Production 
Sites 

Production websites hosted within CMTS-
managed environments as of September 1, 2025 

Operate under CMTS funding and support 
arrangements in effect at that time 

New CMTS-Managed 
Sites 

New website builds or redeployments onboarded 
after September 1, 2025 

Subject to CMTS development and annual 
management cost recovery model in effect at 
onboarding 

Annual Management 
Services 

Hosting, CMS updates, security patching, 
accessibility monitoring, governance reporting, 
support, and training 

Recoverable per CMTS fiscal year cost 
model 
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8.6 Non-CMTS Managed Websites 

Websites managed and hosted by AgriLife Marketing and Communications are centrally funded to 
support the brand mission of the AgriLife agencies and the College of Agriculture and Life Sciences. 
Websites managed under AgriLife Extension resources are not subject to the CMTS cost and 
management model. 

9.0 COMPLIANCE AND ENFORCEMENT 

9.1 Failure to comply with this procedure may result in required remediation, restrictions on publishing 
access, consolidation, or retirement of the website. 

9.2 Required remediation constitutes correction of any non-compliant aspects of the website within a 
prescribed time period based upon the risk level. (i.e., alleviate any new accessibility issues within 60 
days). 

9.3 Restrictions on publishing access may be applicable in scenarios where consistent compliance issues 
occur. 

9.4 Additional training may be required to continue content management activities.  

9.5 Consolidation or retirement of a website may be applicable when content may be more effectively 
bundled with similar content. 

9.6 Enforcement actions are conducted through established governance and operational processes 
appropriate to the hosting environment. 

10.0 RELATIONS WITH OTHER GOVERNANCE DOCUMENTS 

10.1 This procedure operates in coordination with: 

a) AgriLife digital governance standards 

b) Accessibility rules and procedures 

c) Branding and communications guidance 

d) Security and information technology policies 

10.2 Where conflicts arise, resolution occurs through established governance processes. See Appendix A. 

11.0 REVIEW AND UPDATES 

This procedure is reviewed on a regular basis through established AgriLife governance processes with 
participation from relevant stakeholders. Operational or implementation changes should be addressed through 
supporting standards and guidance whenever possible to preserve the stability and longevity of this document. 

 

RELATED STATUTES, POLICIES, OR REQUIREMENTS 
 

 
State Website Linking and Privacy Policy 

Texas Education Code § 51.3525 (Senate Bill 17 / SB-17 at the time). 

§2054 Subchapter S. Modernization of State Agency Internet Websites and Digital Services 

§2054.125 Linking and Indexing Internet Sites 

§2054 Subchapter M. Access to Electronic and Information Resources by Individuals with Disabilities 
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Texas Government Code Section (TGC) 2054, Specifically: 

Texas Administrative Code (TAC) 213, Accessibility Standards for Institutions of Higher Education 

§206.75 High-Value Data Sets 

§206.74 Indexing 

§206.73 Linking 

§206.72 Privacy 

§206.71 Translation 

§206.70 Accessibility 

Texas Administrative Code (TAC) Title 1, Part 10, Chapter 206, Subchapter C Institution of Higher Education Websites: 

ADA Fact Sheet on the 2024 final rule 

Title II of the Americans with Disabilities Act (ADA) - 2024 Final Rule, Nondiscrimination on the Basis of Disability; 
Accessibility of Web Information and Services of State and Local Government Entities 

Section 508 of the Rehabilitation Act of 1973, as referenced by Texas Administrative Code 

Section 504 of the Rehabilitation Act of 1973 
 
 

DEFINITIONS  
 

 

Term Definition 

Roles (Sections 6.1, 6.2, 6.3) 

Site Owner The individual accountable for a website’s purpose, continued relevance, 
ownership, and funding. Responsible for approving major changes, 
consolidation, or retirement. Identified per Section 4 as a prerequisite for 
website approval. Defined in Section 6.1. 

Content Manager The individual is responsible for content accuracy, keeping content up to date, 
accessibility and content-level compliance, and addressing review findings 
and remediation requirements. Must complete required training before access 
is granted. Access is limited to the editor (content manager) role. Identified per 
Section 4 as a prerequisite for website approval. Defined in Section 6.2. 

Editor (Content 
Manager) Role 

The access role granted to Content Managers upon completion of required 
training. This is the only approved access role for individuals performing 
content work. Administrative access to websites is reserved for the Hosting 
Environment Provider. Defined in Section 7. 

Hosting 
Environment 
Provider 

The unit responsible for platform operations and infrastructure, security 
monitoring and system maintenance, and enforcement of hosting 
requirements aligned with governance standards. Administrative access to 
websites is used only by the Hosting Environment Provider. Defined in Section 
6.3. 

Organizational Units (Sections 2, 5.3, 9.1) 

CMTS (Center for 
Managed 
Technology 
Services) 

The Center for Managed Technology Services, a unit within AgriLife 
Information Technology. CMTS operates an AgriLife-managed web hosting 
environment and provides associated platform services including hosting, 
content management system management, security monitoring, accessibility 
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Term Definition 

support, and governance reporting. Referenced throughout Section 9 
regarding funding and cost recovery. 

AgriLife 
Information 
Technology 

The AgriLife unit is responsible for enterprise technology services. Required to 
review and approve statements of work for public website or web application 
work, alongside AgriLife Marketing and Communications, prior to contract 
execution.  

AgriLife Marketing 
and 
Communications 

The AgriLife unit is responsible for brand standards, identity guidelines, and 
editorial direction. Required to review and approve statements of work for 
public website or web application work prior to contract execution.  

TVMDL Texas A&M Veterinary Medical Diagnostic Laboratory. One of the AgriLife 
entities whose public-facing websites are subject to this procedure.  

Website Types (Sections 1, 2, 8, 9) 

Website A collection of web pages operating under a single domain, including the 
home page, all subordinate pages, and other public entry points. For purposes 
of this procedure, this includes all pages operating under a tamu.edu domain 
or an AgriLife-authorized domain, including faculty pages, program pages, 
department pages, microsites, and informational landing pages. Source: 
Texas DIR EIR Accessibility Policy (the state body that administers TAC 206 
and TAC 213, cited in Section 13 of this procedure). 

Web Application A digital tool whose primary function is transactional or interactive rather than 
informational, such as a data entry portal, registration system, research 
database, diagnostic tool, or interactive workflow. Web applications are 
distinct from websites for content governance and lifecycle management 
purposes under this procedure, but remain subject to the accessibility, 
branding, and vendor requirements in Sections 5, 5.3, and 5.5. Note: No 
single regulatory authority defines this term separately from website. This 
definition is functional and consistent with recognized practice (Nielsen 
Norman Group; W3C/WCAG treats both identically for accessibility 
conformance). 

Public-Facing 
Website 

A website accessible to the public that represents Texas A&M AgriLife or any 
of its affiliated agencies, units, departments, or programs. This procedure 
governs the request, approval, hosting, operation, review, and retirement of all 
public-facing AgriLife websites. The central subject of this document. 

Production Website A live, publicly accessible website that is actively maintained and operated 
under this procedure. Distinguished from non-production environments for 
purposes of funding, support, and lifecycle management. Referenced in 
Sections 9 and 9.1. 

Non-Production 
Website 
(Development / 
Staging / Test) 

A website used for development, staging, or testing purposes that is not 
intended for public access. Non-production sites must be time-bounded, 
restricted from public access where feasible, clearly labeled, and configured to 
prevent search indexing. Must be retired when no longer needed. Governed 
by separate lifecycle and retention standards. Defined in Sections 8 and 8.2. 

Emeritus Faculty 
Content 

Web content represents a faculty member who has retired with emeritus 
status. Must reside under the former department or center website rather than 
as a standalone site. Referenced in Section 5.5. 

Lifecycle Management (Section 8) 

Lifecycle 
Management 

The ongoing process by which all AgriLife websites are assessed for 
continued relevance, active ownership, compliance, and sustainability. 
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Term Definition 

Lifecycle management encompasses the full continuum from initial approval 
and active operation through periodic review, remediation, and eventual 
consolidation or retirement. All websites are subject to lifecycle management 
per Section 8. Specific review schedules, thresholds, and procedures are 
defined by each hosting environment in its supporting standards and 
operational guidance. 

Periodic Review A recurring assessment of a website’s continued relevance and use, 
conducted as part of lifecycle management. Review criteria named in Section 
8 include monthly views and unique viewers. Reviews also assess active 
ownership and compliance with applicable requirements. Specific review 
schedules and thresholds are defined by each hosting environment in its 
supporting standards and operational guidance, not in this procedure. 

Active Ownership The requirement that each website has an identified, reachable Site Owner 
who maintains accountability for the site’s purpose, funding, and compliance. 
Websites must maintain active ownership as a condition of continued 
operation per Section 8. A site without a verified, active Site Owner may be 
subject to consolidation or retirement through the lifecycle management 
process. 

Retention The period and conditions under which a website or its content is preserved 
following decommissioning or removal from public access. Non-production 
sites are governed by separate lifecycle and retention standards per Section 
8. Specific retention periods and requirements are defined by each hosting 
environment in its supporting standards, consistent with applicable institutional 
records guidance. 

Supporting 
Standards and 
Operational 
Guidance 

The platform-specific documents maintained by each hosting environment 
define the implementation details for this procedure. Per Section 8, specific 
review schedules, thresholds, remediation processes, and retention 
expectations are defined here rather than in this procedure. Supporting 
standards may be updated by the hosting environment independently of this 
document, consistent with Section 12. 

Governance Terms (Sections 1, 3, 4, 8, 10, 12) 

Exception A deviation from the default requirements of this procedure that has been 
formally approved through established AgriLife governance processes. 
Websites hosted outside the AgriLife-managed hosting environment and 
vendor-developed solutions using non-standard technologies require an 
approved exception. Referenced in Sections 1, 2, and 5.3. 

Consolidation The merging of multiple websites or digital properties into a single governed 
site or platform. Identified in Sections 6.1, 8, and 10 as a potential outcome of 
lifecycle management or non-compliance. The Site Owner is responsible for 
approving consolidation. 

Retirement The planned decommissioning and removal of a website from public access. 
Identified in Sections 1, 6.1, 8, and 10 as a lifecycle outcome when a website 
no longer meets AgriLife needs or when compliance requirements are not met. 
The Site Owner is responsible for approving retirement. 

Remediation The process of correcting a website brings it into compliance with applicable 
requirements, including accessibility, branding, or security standards. 
Referenced in Sections 6.2, 8, and 10 as a required response to review 
findings or enforcement actions. 

Remediation Plan A formal, documented plan outlining how and when a website will come into 
compliance with accessibility requirements when full immediate compliance 
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Term Definition 

cannot be achieved. Reviewed and approved by the DAO in coordination with 
the Hosting Environment Provider. Committee action through established 
governance processes is required only if the plan is disputed or escalation is 
necessary. Referenced in Section 5. 

AgriLife Website 
Registry 

The official inventory in which all AgriLife websites must be recorded. 
Minimum required fields are defined in Section 8.3 and include site name and 
purpose, primary domain, unit and agency, Site Owner, Content Manager, 
technical contact, hosting environment, vendor involvement, analytics tools, 
and data classification. Referenced in Section 8. 

Vendor and Contract Terms (Section 5.3) 

SOW (Statement of 
Work) 

A written agreement is required before contracting for any public website or 
web application work. Must be reviewed and approved by AgriLife Marketing 
and Communications and AgriLife IT prior to execution. Must address 
accessibility conformance, institutional ownership of all work products, 
prohibition of vendor lock-in, and security incident notification requirements. 

SED (Services 
Engagement 
Document) 

The Services Engagement Document governing CMTS service offerings and 
cost recovery arrangements. Rates, service inclusions, and future adjustments 
may be updated independently of this procedure. Referenced in Section 9.1. 

AgNetID The official enterprise credential used to grant employee, vendor, and 
contractor access to AgriLife information resources. All AgriLife employees are 
issued an AgNetID as their primary identity credential. Vendor and contractor 
access must use sponsored AgNetID credentials with unique accounts per 
individual and time-bounded access. Shared accounts are prohibited. 
Referenced in Section 5.3. 

Least Privilege A security principle requiring that vendor and contractor access be limited to 
the minimum systems and roles needed to perform contracted work. Required 
for all vendor accounts. Referenced in Section 5.3. 

Vendor Lock-in A contractual condition in which AgriLife would be unable to modify a site or 
transfer hosting without vendor consent. Contracts and SOWs must explicitly 
prohibit vendor lock-in and must require delivery of all source code, 
configuration, databases, and design assets. Referenced in Section 5.3. 

Technical and Analytics Terms (Sections 8.1, 9.1) 

PII (Personally 
Identifiable 
Information) 

Information that can be used to identify an individual. Analytics configurations 
must not intentionally collect PII unless explicitly approved and documented. 
Tracking technologies must be disclosed as required. Referenced in Section 
8.1. 

Accessibility and Regulatory Standards (Sections 5, 5.2, 13) 

WCAG 2.1 AA (Web 
Content 
Accessibility 
Guidelines) 

Web Content Accessibility Guidelines version 2.1, Level AA. The minimum 
accessibility standard required for all public-facing AgriLife websites under 
ADA Title II and applicable Texas regulations. Contracts and SOWs must 
require WCAG 2.1 AA conformance and include documented accessibility 
testing prior to go-live. Referenced in Sections 5 and 5.3. 

WCAG-EM The Website Accessibility Conformance Evaluation Methodology. An accepted 
method for documenting accessibility testing results required in vendor 
contracts and SOWs prior to go-live. Referenced in Section 5.3. 

ADA Title II Title II of the Americans with Disabilities Act. Requires that all programs, 
services, and activities of state and local government entities, including public-
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Term Definition 

facing websites, be accessible to individuals with disabilities. AgriLife websites 
must comply with ADA Title II. Referenced in Sections 5 and 13. 

HB5195 Texas House Bill 5195. An applicable state-level accessibility regulation cited 
alongside ADA Title II and WCAG 2.1 AA as a compliance requirement for 
public-facing AgriLife websites. Referenced in Section 5. 

TAC 206 Texas Administrative Code Chapter 206. Establishes institutional website 
requirements for institutions of higher education including standards for 
translation, privacy, linking, indexing, and harvesting, and electronic 
publication practices. AgriLife-managed templates satisfy many TAC 206 
requirements centrally. Off-template sites must document how they meet 
these requirements. Referenced in Sections 5.2 and 13. 

TAC 213 Texas Administrative Code Chapter 213. Establishes accessibility standards 
for institutions of higher education. Referenced in Section 13. 

tamu.edu Domain The primary institutional web domain under which AgriLife websites operate 
by default. This procedure applies to all public-facing AgriLife websites under 
the tamu.edu domain. Websites outside this domain that represent AgriLife 
are subject to this procedure when approved by exception. Referenced 
throughout Sections 1 and 2. 

 
 
 

APPENDIX 
  

 
Appendix A Governance Process and Approval Authority 
 

This procedure refers to "established AgriLife governance processes" in Sections 3, 10, 11, and 12 as the 
pathway for exceptions, disputes, enforcement actions, and document review. The document does not name the 
specific committees or roles that administer those processes. The following table identifies the bodies that fulfill 
those functions, and the matrix that follows maps the scenarios named in the document to the appropriate 
authority and governance pathway. 

 
A.1 Governance Bodies and Roles 

 
The following bodies and roles administer the established AgriLife governance processes referenced 
throughout this document. 
 

Term Definition 

ETC (Enterprise 
Technology 
Committee) 

The Enterprise Technology Committee. The body responsible for reviewing, 
evaluating, and presenting technology-related proposals, exception requests, 
policy changes, and escalated matters before they are submitted to the TLC for 
a vote. The ETC assesses compliance, risk, and operational impact and 
prepares findings and recommendations. The ETC is the first committee in the 
governance pathway. 

TLC (Technology 
Leadership 
Committee) 

The Technology Leadership Committee. The final decision-making body with 
voting authority over technology policies, rule adoptions or revisions, 
exceptions, and enforcement actions. Receives presentations and 
recommendations from the ETC and renders final determinations. The TLC is 
the final committee in the governance pathway. 

DAO (Digital 
Accessibility 
Officer) 

The Digital Accessibility Officer. The individual responsible for reviewing and 
approving formal remediation plans for websites that cannot achieve immediate 
compliance with applicable accessibility requirements. Works directly with the 
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Term Definition 

Hosting Environment Provider to evaluate and approve remediation plans. 
Committee action through established governance processes is required only if 
the remediation plan is disputed or the matter is escalated. Referenced in 
Section 5. 

 
 

A.2 Approval of Authority Matrix 
 
The matrix below maps the decisions and scenarios named in this procedure to the appropriate authority. 
Where ETC Review and TLC Vote are both marked Yes, the matter is submitted through established 
AgriLife governance processes: the ETC evaluates and presents, the TLC votes and issues a final 
determination. 
 

Scenario / Decision Type Hosting 
Environment 
Provider 

ETC 
Review 

TLC Vote Notes / Document 
Reference 

Hosting Environment Provider Authority (Section 6.3) 

Platform operations, 
infrastructure maintenance, 
patching, and security 
monitoring 

Yes No No 

Core Hosting 
Environment Provider 
responsibility. Section 
6.3. 

Granting and revoking 
editor (Content Manager) 
access after verified 
training completion 

Yes No No 

Training completion 
must be documented 
before access is 
granted. Section 7. 

Enforcing hosting 
requirements and technical 
governance standards Yes No No 

Hosting Environment 
Provider enforces 
applicable 
requirements. Section 
6.3. 

Issuing remediation notices 
for content-level or 
platform-level compliance 
violations 

Yes No No 

Enforcement actions 
conducted through 
operational processes. 
Section 10. 

Restricting publishing 
access for unresolved 
compliance violations 

Yes No No 
May result from failure 
to comply with this 
procedure. Section 10. 

Maintaining the AgriLife 
Website Registry 

Yes No No 

All AgriLife websites 
must be recorded in 
the Registry. Section 8 
and 8.3. 

Administering periodic 
lifecycle reviews 
(relevance, ownership, 
compliance, usage) 

Yes No No 

Websites must be 
reviewed periodically. 
Specific schedules 
defined in supporting 
standards. Section 8. 

Reviewing and approving 
vendor sponsored 
credentials (AgNetID) 

Yes No No 
Unique, time-bounded 
accounts required per 
individual. Section 5.3. 
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Scenario / Decision Type Hosting 
Environment 
Provider 

ETC 
Review 

TLC Vote Notes / Document 
Reference 

Reviewing SOW prior to 
contract execution 
(alongside AgriLife 
Marketing and 
Communications and 
AgriLife IT) 

Yes No No 

SOW required before 
contracting for any 
public website or web 
application work. 
Section 5.3. 

Site Owner Decisions (Section 6.1) 

Approving major changes 
to a website’s content, 
purpose, or organizational 
scope No No No 

Site Owner is 
accountable for 
approving changes to a 
site’s content direction, 
purpose, or 
organizational scope. 
Section 6.1. 

Approving major changes 
to branding, theme, 
plugins, or platform 
configuration 

Yes No No 

Hosting Environment 
Provider authority. 
These are platform-
level and hosting 
environment-level 
decisions, not Site 
Owner decisions. Must 
align with AgriLife 
Brand Guide and 
hosting environment 
standards. Sections 
5.1, 5.5, and 6.3. 

Consolidation of a website 

Yes No No 

Hosting Environment 
Provider initiates as a 
lifecycle management 
decision. Site Owner 
must be consulted and 
notified before 
execution. Disputed 
consolidations escalate 
through established 
governance processes. 
Sections 6.1 and 8. 

Retirement of a website 

Yes No No 

Hosting Environment 
Provider initiates as a 
lifecycle management 
decision. Site Owner 
must be consulted and 
notified before 
execution. Disputed 
retirements escalate 
through established 
governance processes. 
Sections 6.1 and 8. 

Accessibility Remediation Plan (Section 5) 
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Scenario / Decision Type Hosting 
Environment 
Provider 

ETC 
Review 

TLC Vote Notes / Document 
Reference 

Approval of a formal 
remediation plan for a site 
that cannot achieve 
immediate accessibility 
compliance 

Yes No No 

Managed between the 
Hosting Environment 
Provider and the DAO. 
ETC and TLC 
involvement only if the 
matter is disputed or 
escalated. Section 5. 

Escalation Through Established AgriLife Governance Processes (Sections 3, 10, 11, 12) 

Exception request: hosting 
a website outside the 
AgriLife-managed hosting 
environment 

No Yes Yes 

Websites hosted 
outside the AgriLife-
managed environment 
require an approved 
exception. Sections 1 
and 2. Final 
determination through 
established 
governance processes. 
Section 3. 

Exception request: use of 
non-standard technology in 
a vendor-developed 
solution 

No Yes Yes 

Non-standard 
technologies require an 
approved exception. 
Section 5.3. Final 
determination through 
established 
governance processes. 
Section 3. 

Enforcement action 
escalated beyond routine 
hosting environment 
provider authority 

No Yes Yes 

Failure to comply may 
result in remediation, 
access restrictions, 
consolidation, or 
retirement. Final 
determination through 
established 
governance processes. 
Sections 3 and 10. 

Dispute resolution 
(exceptions, disputes, or 
enforcement actions) 

No Yes Yes 

Final determination on 
exceptions, disputes, 
or enforcement actions 
occurs through 
established AgriLife 
governance processes. 
Section 3. 

Conflict resolution between 
this procedure and other 
governance documents No Yes Yes 

Where conflicts arise, 
resolution occurs 
through established 
governance processes. 
Section 11. 

Review and adoption of 
updates to this procedure No Yes Yes 

Reviewed on a regular 
basis through 
established AgriLife 
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Scenario / Decision Type Hosting 
Environment 
Provider 

ETC 
Review 

TLC Vote Notes / Document 
Reference 

governance processes 
with participation from 
relevant stakeholders. 
Section 12. 

 
 

A.3 Governance Escalation Process 
 
When a matter requires escalation through established AgriLife governance processes, the following 
steps apply: (1) The Hosting Environment Provider or requesting party documents the matter and 
supporting information; (2) The matter is submitted to the ETC; (3) The ETC evaluates the matter, 
consults relevant stakeholders as needed, and prepares a recommendation; (4) The ETC presents to the 
TLC; (5) The TLC votes and issues a final determination; (6) The Hosting Environment Provider or 
requesting party is notified and implements accordingly. Site Owners must be notified when a 
determination directly affects their website. 
 

A.4 Escalation Examples 
 
The following examples illustrate how the governance process applies to scenarios named in this 
procedure 

 
Example 1: Hosting Outside the AgriLife-Managed Environment 
 
A unit wants to host a public-facing site on an external commercial platform. Per Sections 1 and 2, this 
requires an approved exception. The unit documents the request and submits it through established 
AgriLife governance processes. The ETC evaluates the request, assesses compliance and risk with 
AgriLife IT, and presents a recommendation to the TLC. The TLC votes to approve or deny. If approved, 
the site must demonstrate equivalent compliance with AgriLife and State of Texas information technology 
standards per Section 5. 
 
Example 2: Persistent Accessibility Non-Compliance 
 
A website has unresolved WCAG 2.1 AA violations. The Hosting Environment Provider issues a 
compliance notice and, if the Site Owner cannot remediate immediately, the DAO reviews whether a 
formal remediation plan is appropriate and approves it in accordance with governance standards per 
Section 5. If the matter remains unresolved or is disputed, it is escalated through established AgriLife 
governance processes. The ETC reviews the compliance history and presents a recommendation to TLC. 
TLC may approve the remediation plan or authorize further enforcement action per Section 10. 
 
Example 3: Vendor Using Non-Standard Technology 
 
A unit contracts a vendor to build a website using a technology stack not supportable within AgriLife and 
TAMU standards. Per Section 5.3, non-standard technologies require an approved exception before the 
SOW is executed. The unit submits the exception request through established AgriLife governance 
processes. The ETC evaluates the request with AgriLife IT and presents findings to TLC. The TLC 
approves or denies. If approved, the SOW must still meet all other requirements in Section 5.3. 
 
Example 4: Dispute Over Lifecycle Decision 
 
A Hosting Environment Provider identifies a site for consolidation based on a periodic lifecycle review. 
The Site Owner disagrees. Per Section 6.1, the Site Owner is accountable for approving consolidation. 
Because the dispute cannot be resolved operationally, it is submitted through established AgriLife 
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governance processes per Section 3. The ETC reviews the matter and presents a recommendation to 
TLC. The TLC renders a final determination. 
 
Example 5: Review and Update of This Procedure 
 
A change in applicable state law requires updates to this procedure. Per Section 12, this procedure is 
reviewed through established AgriLife governance processes with participation from relevant 
stakeholders. The ETC reviews proposed amendments and presents the draft to the TLC. TLC votes to 
adopt. Per Section 12, operational or implementation changes should be addressed through supporting 
standards and guidance rather than revisions to this document where possible. 

 
 

CONTACT OFFICE 
 

 
Questions regarding this procedure should be referred to AgriLife Information Technology at 979-985-5737. 
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